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The Department of Defense, as well as the United States, is dependent upon
“reliable information and communications networks and assured access to cyberspace”,
in order to conduct successful military operations and to ensure the economic viability of
the nation. The increasingly sophisticated actions of state and non state actors are
impacting cyberspace to the point that one must question the viability of ensuring an
acceptable degree of reliability and access. It is an international issue, yet the
international community cannot reach a consensus on how to develop a common set of
laws and or treaties that will force state and non state actors to operate in a predictable
manner. The hardware, software and firmware that make up network and security
tools are suspect and often riddled with vulnerabilities. A mechanism for establishing
and enforcing enterprise standards, policies and procedures, does not exist. Since all
participants in cyberspace are interconnected, the most effective participant is often
forced to the level of the lowest common denominator. The DoD, as well as the nation
must start making fundamental changes in how cyberspace is governed and enforcing

standards that must be met.



PROTECTION: THE KEY TO CYBERSPACE

There is no exaggerating our dependence on the Department of Defense
(DoD) information networks for our command and control of our forces,
the intelligence and logistics on which they depend, and the weapons
technologies we develop and field. In the 21° century, modern armed
forces simply cannot conduct high-tempo, effective operations without,
reliable information and communications networks and assured access to
cyberspace. *

The United States and the global economic and trading system are dependent
upon the use of cyberspace to function efficiently. If information and the information
technology (IT) infrastructure that make up cyberspace cannot be adequately protected
then our national and global economic well being, social progress and security are at
risk. It is generally accepted that the amount of resources and restrictive nature of
policies that would be necessary to provide protection against all and any intrusions
would negate the utility of the cyber domain. Since there are limited resources and
reluctance, if not inability, to function in cyberspace with highly restrictive policies, it is
generally accepted that a “persistent threat” will always exist inside of the IT

infrastructure. 2

Thus it will be important to not only protect against intrusions from
outside the IT infrastructure, it will be equally important to have the capability to detect
intrusions “inside the wire” and to recover in a manner proportionate to the degree of
risk incurred. In general (there are always exceptions), neither the DoD nor the nation
have taken the necessary steps to provide more than a static defense dependent upon
layers of hardware, firmware and software that in many cases fail to meet adequate
security standards. The majority of elements within the DoD, national, and international

global information grid do not operate in unison or share information to the degree that

is necessary to defend against an adversary that is increasingly sophisticated and



conducting global attacks. The definitions, laws and treaties that support or define the
type of intrusivel/illegal cyber activity that criminal elements and other non state and
nation state actors perpetuate, is inadequate to provide the basis for successfully
defending against or prosecuting illegal/intrusive activity to the degree necessary to
facilitate an adequately functioning cyberspace.

Despite the interest in the development of tools and organizations able to
conduct attacks against and exploit the IT infrastructure in cyberspace, the fact remains
that the key to cyberspace will be the ability to provide an adequate cyberspace
protection posture. The intent of this paper is to discuss relevant aspects of the current
cyberspace environment so as to make recommendations as to what should be done to
develop an adequate cyberspace protection posture.

Cyberspace Environment

The first recommendation is that the entire nation must be educated about the
persistent conflict in cyberspace and what is at stake. The nature of the conflict in
cyberspace requires the active participation of the private and public sector, and cannot
be limited to the government or military. Private industry and the everyday citizen must
execute an active role in order to develop and maintain an adequate cyberspace
protection posture.

On a daily basis there are reports of information and information infrastructures
in cyberspace being compromised and personal information, account numbers,
passwords, industry intellectual property, banking and financial funds being exploited
/stolen for fraudulent/hostile reasons. Governmental and industry reports are
constantly describing a threat that is becoming more sophisticated, more difficult to

protect against and is spreading to all sectors of our nation, private as well as public. 3



Cyber is the term used to describe these types of activities and cyberspace is the term
used to “describe an interdependent network of information technology infrastructures
that supports and facilitates the processing, transporting and storage of information”. *
What is most distressing is that the chaotic environment described above is mainly a
result of organized criminal effort. ® There is a great deal of discussion about the
potential of offensive actions such as attack and exploit being used in cyberspace. °
The concept of conducting an active defense (includes cyber attack and exploitation)
may result in a de-emphasis on what is often referred to as a passive defense
(protection aspect of cyber). The protection of information and IT infrastructures must
remain a priority. A cyber attack and exploit capability may enable the U.S. to develop a
degree of deterrence, but it does not provide an adequate protection posture able to
protect against the attacks (criminal/exploitation) that are already being executed.
Without an adequate protection posture the current cyberspace environment is
undesirable and unsustainable.

No matter what degree of protection that can be achieved, it will be essential for
any nation or non nation state actor to understand how to operate in a hostile cyber
environment. There is evidence that illegal/unauthorized cyberspace activity will be
used as a tool to conduct criminal activity and as a weapon on the 21 century
battlefield. The scope of the cyber battlefield will extend beyond the military realm and
include critical governmental and nongovernmental economic, political and financial

targets. * The participants of a cyber battlefield will include private citizens as willing,

and more often than not, unwilling participants.



In 2008 the Bush administration published The National Strategy to Secure

Cyber space. ® This was the first national level strategy document published on this
subject. This document articulates what the general public views as a relatively new
and unique phenomenon, rather than the increasingly sophisticated challenge that has
been developing for almost two decades. The strategy states that “the way business is
transacted, government operates, and national defense is conducted have changed.
These activities now rely on an interdependent network of information technology
infrastructures called cyberspace”. ° These words make it clear that this challenge is
real, and if not adequately met would impact negatively upon the vital if not survival

interests of the United States. The National Strategy to Secure Cyber Space document

further states that this “extraordinary difficult strategic challenge requires a coordinated
and focused effort from the entire society — the federal government, state and local
governments, the private sector, and the American people”. *° While the public
expects the government to be involved in conflict, the public is not accustomed to the
fact that private industry and the American citizen will need to be aware of the cyber
environment and become active participants supporting governmental efforts to protect
information and information technology infrastructures. While it is clear that private
industry is and will continue to be a target, based on the fact that the private industry
owns the majority of the national and international information technology infrastructure,
it is not clear what role private industry will play. Should industry strike back against
attackers? ' To what degree will private industry have to coordinate with governmental

agencies? When does the sharing of information violate privacy laws?



The American citizen will be a cyber target, and the citizen will not be
accustomed to the fact that they will need to step up and provide adequate security for
their private computer equipment in order to preclude their assets being used as an
attack platform. There are examples of private computer resources being infected with
hostile code and therefore unwittingly becoming part of a robot network (BOTNET)
whose purpose is to conduct cyber attacks. **

The Obama administration completed and published an assessment of the Bush
administration cyber policies and strategy. ** The assessment acknowledged that while
“efforts over the past two years started key programs and made great strides by
bridging previously disparate agency missions, they provide an incomplete solution”. *

The review reiterates: (1) No federal agency by itself can provide a solution, (2) There
must be a real partnership between the private and public sector since the majority of
the national and international IT infrastructure is in the private sector, (3) There needs to
be a serious awareness and educational push to insure that American people
understand what is at stake, and (4) The leadership must come from the top”. ™ Yet, it
would appear that the level of concern and the degree of risk that is posed to the nation
has not translated into the allocation of resources to support cyber initiatives that would
seem commensurate with the vital interest that are at stake. The Obama administration
appointed Howard Schmidt as the Cyber Coordinator almost one year into his
administration. '® It will be interesting to see what power Mr. Schmidt will have since
his position title includes the term “coordinator”. The United States has been faced with

significant issues such as a threatened global financial “meltdown”, the ongoing wars in

Irag and Afghanistan, the threat of Iran becoming a nuclear power, concern with what



North Korea will do with their nuclear technology knowledge, and the ongoing focus on
domestic issues such as healthcare reform. If a casual observation considers the
justifiable preoccupation with non cyber events, and the fact that no cyber attacks
against targets in the United States have led to long term and wide spread disruption, it
may be understandable why protecting cyber space has not been a priority. Itis
unfortunate that it will probably take a Cyber disaster before the nation will seriously
address the need to develop an adequate cyberspace protection posture.

It is difficult to discuss what is known about the threat to U.S information and
information technology infrastructures because it is remains highly classified. McAfee’s
5™ annual Virtual Criminology Report stated that “based on the development of Cyber
warfare capabilities and the demonstrated use of methodologies, there appears to be
instances of cyber war and that perhaps a “Cyber Cold War” already exist. *’ It goes on
to state that too much of what is known about potential attacks and the difference or
divergence of cyber espionage and cyber war is classified, and that since industry as
well as the private citizens are major stakeholders in this potential conflict that the
subject needs to be discussed in public.

Without access to classified information a clear picture is evolving. The threat to
cyberspace has been well documented in the press. Russian involvement with Cyber
espionage was recorded in 1998 and given the code name of Moonlight Maze. *®
During Moonlight Maze there were intrusions into the Department of Defense (DoD)
information technology infrastructure and significant amounts of unclassified but
sensitive information was sent to servers in Russia. The United States confronted

Russia about these intrusions but the Russian government denied any knowledge.



Chinese hackers gained access to DoD networks in 2005 and downloaded
significant amounts of unclassified but sensitive data to locations in China. This
operation was assigned the code word Titan Rain. ** The Chinese have denied any
state involvement with this activity. A clear pattern is being established. Both the
Russians and the Chinese appear to be conducting offensive cyber activity through a
proxy and thus are able to deny involvement. * One must be concerned that since this
activity took place undetected, what else is happening that is undetected? What is
being inserted in friendly networks that constitute the establishment of “sleeper cells”
that can become active during a crisis? What makes this extremely worrisome is that
“The skill sets necessary to penetrate a network for intelligence gathering purposes in
peacetime are the same skills necessary to penetrate that network for offensive action
during wartime.” #

In May of 2007 Estonia was attacked. The attacks were launched from Russia
but again the Russian government denied any involvement. The attacks impacted all
commercial banks, telecommunication services, media outlets and key components of
the information technology infrastructure such as Domain Name servers (DNS) ** Even
though the attacks eventually ended and services were restored, the event had a
significant impact on the people of Estonia. “In Estonia the immediate damage to
specific systems were fairly limited and rarely rose above the level of inconvenience.
The second order of effects however—fear, loss of confidence in banking and
communication systems and a national sense of vulnerability—could lead to even more

negative enduring consequences than a limited military incursion. “ 2



In August of 2008 the country of Georgia was the target of a cyber attack that
coincided with a Russian conventional military attack. ** As a result of these attacks
“the Georgian government found itself cyber-locked, barely able to communicate on the
Internet. “ *°

In December of 2009 senior defense and intelligence officials verified that an
Iranian-backed insurgent group was using an off-the-shelf software program to intercept
the video feeds from U.S. Predator drones. *

In July 2009 large scale “denial of service” attacks were executed against the
republic of Korea and the United States. *

On 12 January 2010 it was reported that attacks originating in China hit Google
and at least 34 other large U.S. corporations, as well as human rights groups and
Washington-based think tanks. * The Chinese government is denying any
involvement. When talking about Chinese offensive cyber activity, many believe that
the Chinese have demonstrated that they possess a “mature and operationally
proficient Computer Network Operations (CNO) capability”. °

China claims that the United States is the worst cyberspace offender. It is true
that the majority of attacks that occur in the world come from United States internet
protocol (IP) address space. Thousands of U.S. computers are compromised and are
often part of BOTNETS that are used to conduct denial of service attacks and to insert
malware. The Chinese expect the U.S. to start controlling the number of attacks that
originate from the U.S. IP address space, before the U.S. should expect others to do the

same. ¥



In summary, it is clear that the military alone cannot successfully defend against
attacks in the current cyberspace environment. This conflict is real, and it will require
the active participation of the federal and state governments as well the private sector
and the American citizen. There must be a significant push to educate the public and to
foster information sharing and joint action with private industry.

Cyber Space and Legal Norms

The United States must use all means of national influence to foster the
development of treaties and laws that are enforced on a global level. Normally the
existence of laws, treaties and agreements can be used to establish generally accepted
norms for operating in an international or global domain such as cyberspace.
Unfortunately there are not a significant number of cyber related laws or treaties that
exist and the ones that do exist do not include nations that are significant actors in
cyberspace. Currently “no comprehensive international treaty to regulate cyber attacks
exist. “ ¥ In 2001 the member states of the Council of Europe and other interested
states signed the European convention on Cyber Crime. * The United States started
enforcing the convention on 1 January 2007, but China and Russia have not agreed to

adopt the convention. *

“The prevailing views of states and legal scholars are that
states must treat cyber attacks as a criminal matter”. There is no general agreement
that a cyber attack qualifies as an armed attack and a legal response could be taken
under the banner of the law of war. As previously discussed it is extremely difficult to
identify the actual source of cyber attacks and the law of war requires states to attribute
an armed attack to a foreign government, or its agents, before being able to legally

respond with force.** Michael Schmidt’s article on the six criteria for determining if a

cyber attack would be considered an attack that may be justification for a cyber or



armed response is often quoted. ** While these criteria may one day provide the basis
for determining if a cyber attack is a legal basis for going to war, the fact remains that
there are many view points about whether the current Law of War can be applied to
cyber attacks. *

After Estonia was attacked there was a great deal of discussion within the North
Atlantic Treaty Organization (NATO) concerning cyber deterrence. The Estonian
President, Toomas Hendrik llves, made a statement at the NATO summit in Bucharest
that a cyber attack against a NATO nation should lead to invoking Article 5 of the NATO
treaty that states an attack against one is an attack against all. Another senior NATO
official stated that it was unlikely that article 5 would be the basis for a cyber issue, and
yet another senior NATO official did not exclude the use of Chapter 5 provided that it

was “bound to political and technical responses.” *'

There is a growing awareness
within NATO that there is a need for protection but there is reluctance to conduct
retaliatory attacks, even when a member was obviously the target of a cyber attack.

In summary, adequate treaties and or laws do not exist that could provide an
international norm that would govern cyberspace. While the European convention
categorizes current offensive action in cyberspace as criminal, others are working to
develop a process that would categorize this activity as an attack, and would justify an

offensive conventional or cyber response.

DoD Cyber Command Initiative

Based on the fact that the current cyberspace environment posses so many
risks, the DoD established a four star Cyber Command with an Initial Operational
Capability (I0C) date of 1 October 2009 and a Full Operational Capability (FOC) date of

1 October 2010. * The intent of the Cyber Command is to address the risks posed by

10



cyber threats and vulnerabilities. The command must be capable of “synchronizing war
fighting effects across the global security environment as well as proving support to civil

authorities and international partners.” *

This is a significant initiative that will not only
provide the coordination necessary for the synergistic application of cyber attack, and
exploitation and protection within the DoD; the command will also be responsible for
supporting civil authorities and international partners. “° It was reported that Google
had reached an agreement with the National Security Agency (NSA) to solicit NSA’s
assistance in analyzing the major corporate espionage attack that originated from
Chinese IP address space. ** This may be the start of a forum for sharing information
with industry; something that is vital to protecting cyberspace. This could result in the
establishment of an industry and governmental information sharing forum that will
address attacks that originate from outside the United Sates. If NSA could work with
industry, and share with them what NSA knows, then perhaps NSA could become the
conduit for private industry to share information; not just between one industry member
and NSA, but with NSA and all members of industry that own a part of the national
critical infrastructure. NSA could ensure that members of industry are not identified so
as to preclude public embarrassment and any compromise of proprietary information.
This could become a more efficient means of information sharing than the ad hoc

arrangements that now exists.

Strateqgic Cultural Change

The nation, as well as the DoD need to assess what basic fundamental initiatives
must be implemented so as to provide the basis for an improved cyberspace protection
posture. While the following initiatives are important and address fundamental issues,

they certainly are not the only initiatives that need to be taken. The nation as well as the
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DoD need to develop and aggressively implement a strategic communication plan that
changes the culture concerning cyberspace and in particular the defense of cyberspace.

Usually funding levels reflect the importance that is associated with a program.
The amount of funding that is provided to the protection of cyberspace is best described
as inadequate when compared with what is at risk. ** In some ways the nation and the
defense establishment is hesitant to commit, on a routine and continuous basis,
resources that are necessary to counter the evolving and sophisticated cyber threat.
The nation and the DoD must recognize that there will be a need for a continual
investment in Cyberspace so as to counter the current and evolving threat.

Another aspect of culture that needs to change is how the consequences of
cyber attack and exploitation are described and viewed. Cyber attacks and exploitation
are discussed in intangible terms such as loss of confidence, negative perceptions,
information loss, identities stolen etc. These terms do not have the impact that physical
destruction, wounded warriors and death convey. Physical is real, and while most
everyone agrees that cyber attack and exploitation posses significant risks, these
activities have not yet resulted in any tangible physical loss or destruction. The
leadership must convey a message that will help the private and public sectors to
understand the importance of cyberspace to the future of the DoD and the nation.

Culture and Enterprise Implementation

There is an urgent need to change the culture of the nation and the DoD
reference how best to protect information and IT infrastructures. The cyber threat
cannot be defeated by multiple islands of varying protection postures. The best
protection will be achieved when the entire infrastructure is defended from an enterprise

perspective, enforcing a common set of adequate security standards. The nation, as
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well as the DoD, is composed of numerous bureaucracies. These competing
bureaucracies must start to leverage enterprise solutions and not continue to implement
separate enclaves consisting of different levels of security.

One of the DoD initiatives of the DoD-Wide IA/CND Enterprise Solutions Steering
Group (ESSG) is the Host Based Security Solutions System (HBSS). The HBSS
baseline is a flexible commercial-off-the shelf- (COTS) based application. It monitors,
detects and counters known cyber threats. The HBSS solution will be eventually
attached to each host (server, desktop and laptop) in DoD. The system will be
managed by local administrators and configured to address known exploit traffic using

an Intrusion Prevention System (IPS) and firewall. *

This initiative is extraordinary in
the sense that it is truly a DoD enterprise initiative. In gross terms the HBSS is a
system of modular tool sets that each service and agency is to implement so as to
provide a common set of tools/capabilities across the DoD, for monitoring and reporting
information with the intention of providing a DoD enterprise IA/CND situational
awareness and the ability to direct and implement DoD wide directives and policies.

The HBSS initiative is suffering the usual challenges that face any enterprise
implementation. To be successful there must be change in service and agency culture.
There is reluctance on the part of some services and agencies to implement HBSS
because it provides the DoD the ability to obtain information on the status of service and
agency systems and the ability to direct configuration changes/blocks etc. via the HBSS
system. The services have responded to the initiative differently over the years. *

The Navy response has been consistent, viewing the implementation as an infringement

of their duty and responsibility. The Navy felt that they had the authority and
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responsibility to protection Navy networks and systems. They fought hard against any
reporting and data to the DoD level, only agreeing to accept DoD enterprise guidance
that would impact their network security and operational network posture. The Air Force
accepted the value of providing an enterprise view of their networks and even accepted
that they would be directed to execute enterprise level activities that would impact their
security and operational network posture. The Air Force was always at odds
concerning the quality of the technology, not wanting to implement certain
hardware/software items that contained perceived weaknesses. The Air Force, even
though it took part in the Technical Advisory Group (TAG) that recommended the
technology, always wanted to test the equipment and software separately. The Army
response to this initiative has been slow and arduous. It was hard to convince the
Army senior leadership that something such as the protection of information and
networks is worthy of being funded with resources that could be used for funding
traditional kinetic conflicts.

Most importantly the HBSS system can support the development and fielding of a
new capability as well as the modification of existing capabilities. Other capabilities that
may be considered are a rouge detection module that will detect any host that is
operating without HBSS, a compliance profiler that will report the patch and upgrade
posture of host assets, an application blocking module, and a module that negates the
majority of threats that Social Media Sites pose. A solution is available that will
leverage the buying power of the enterprise, provide a solution to keeping the

technology current and would provide a common picture across the entire DoD. Yet if
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the different cultures of the services continue to do business as usual, the initiative may
fail and result in different solutions for every service and agency.

Security Standards for Hardware, Software, and Firmware

A key recommendation is that the nation and DoD must review the quality of the
private industry supply chain and develop a means for ensuring hardware, software,
and firmware is compliant with established security standards. How can an adequate
cyberspace security posture be developed if the hardware, software and firmware that
make up the IT infrastructure are flawed with malware? The quality of the hardware,
software and firmware is critical, and in many instances has been found to be deficient.
In 1998 the Army started the development of an Information Assurance Approved
Products List (IAAPL). The concept was simple. For certain Information Assurance
(cyber protect) tool categories such as firewall, Intrusion Prevention Systems (IPS),
Virtual Private Networks (IPV), to mention but a few categories, Army organizations
could only purchase those products that were on the IAAPL. To get on the list the
vendor had to meet DoD standards. Any vendor that met the requirements could be on
the list. *> The Army then adds these vendors to Army contracts so as to provide a
contract vehicle for Army customers. “ One may ask, are these standards trivial or
important? A prime example of critical standards is that all cryptographic modules are
required to receive certification from the National Institute of Standards and technology
(NIST). “This certification basically validates that a cryptographic module meets a
claimed level of security and that a validated cryptographic algorithm has been

implemented correctly”. *

In 2006 the Computer Security Division of the National
Institute of Standards and Technology (NIST) reported that “of the first 200 modules

tested, 48 percent of the cryptographic modules and 27 percent of the cryptographic
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algorithms brought in for voluntary testing had security flaws that were corrected during
the testing. In other words, without this program, the government had a 50-50 chance
of buying correctly implemented cryptography” “®

Another reason to have vendors undergo testing to see if security standards are
being met is the example of the Seagate hard drives that were produced in Thailand. It
was discovered that a piece of the firmware established a connection that terminated in
China. *

In July 2009 NSS labs performed a test of web browsers to see how they protect
against socially engineered malware. The lab tested Internet Explorer 8, Firefox 3,
Safari 4, Chrome 2, and Opera 10. The best was Internet Explorer 8 which blocked 81
%of the attacks and the next best performing browser was FireFox 3 that only blocked
27 % of the attacks. The worst performing was a beta browser Opera 10 that only
blocked 1 % of the attacks. This is again an example of industry not meeting

50

established standards. The highly publicized Chinese hacker attack against Google

in January of 2010 was due to vulnerability in the Microsoft Internet Explorer web
browser. *

It would be extremely time consuming to validate that the hardware, software and
firmware components of a product are free from malware. Thus it would be to the
advantage of an attacker to introduce vulnerabilities into the hardware, software and
firmware components, long before any attack is executed. *> The only means of
ensuring that hardware, software and firmware are vulnerability free is during the

development and manufacturing phase of the supply chain. Based on the significant

number of documented software vulnerabilities that are found and the increasing
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number of hardware flaws that are being publicized, it is clear that industry is not
producing commercial products that meet reasonable security standards.

In summary, the increasing evidence of numerous vulnerabilities and malware
being discovered in hardware, software and firmware demands that the quality of the
supply chain be improved, and a means for ensuring compliance is essential.

Critical Technologies

Another critical initiative that must be undertaken is the establishment of a joint
governmental and industry forum that develops and coordinates clear and concise
policies and standards for evolving technologies. The cyber protection community is
notorious for being reactive rather than proactive. This type of forum, armed with the
authority and correct mixture of technicians, policy developers and operational
personnel could contribute immensely to the community being more proactive. This
forum must be sensitive to the emergence of key IT technologies and develop policies,
strategies and standards that can be enforced.

How long has the IT world known about social network technologies? Certainly
long enough to have developed policy and standards! Yet as of February 2010 there is
no national or DoD policy. The emerging use of social media sites is a technically
challenging security risk to the nation and the DOD as well as an invaluable
collaborative or marketing resource. Social networking is an ever expanding, wide-
ranging definition for the technologies used to share information through ad-hoc or
structured communications and connections mostly through the online building of social
communities of people who share interests and activities or who are interested in
exploring the interests and activities of others. ** The nature of these sites provides a

rich breeding ground for social engineering attacks, phishing, or malicious content to be
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embedded and executed upon access or download to a DOD protected information
system. The dilemma is how to protect the nation and the DoD information systems
against this cyber malware vector and yet allow use of this valuable technology. There
is an absence of clear guidance on how to proceed. Often there are articles and papers
written on the subject, but they fail to adequately address how to balance the risk and
value these technologies present. An article written in April 2009 recommends that
these technologies be used, but merely acknowledges the issue of security in two short
paragraphs with no security specifics. This article articulates a strong case for the use
of the technologies, but fails to add any body of knowledge to the security issue which is
key to wide spread acceptance and use. ** The bottom line is that the nation and the
DoD are going to use social media networks. Why are there no policies, guidance,
tactics, techniques manner that provides adequate security?

Another emerging technology that is starting to be implemented on an enterprise
scale is cloud computing, which will serve as the basis of the next generation
INTERNET computing environment. In his book the “Big Switch” Nicolas Carr describes
the impact that the transition from an organization/company providing their own source
of electricity to those same organizations/companies receiving their electricity from large
scale power plants that were operated via large utility companies. He states that “the
social ramifications of the democratization of electricity would be hard to overstate”. He
further states that cheap and plentiful electricity shaped the world we live in today. It's a
world that didn’t exist a mere hundred years ago, and yet the transformation that has
played out over a few generations has been so great, so complete, that it has become

almost impossible to imagine what life was like before electricity began to flow through

18



the sockets in our walls.” *° He states that we are in the midst of another transformation
and it will involve the processing of information. The basis of his book is that companies
and even individual computer users will be able to access information from large utility
like resources that will enable companies and individuals to access computing power,
information and analysis to a degree that will dwarf current capabilities. The “Network is
the Computer” is a commonly used phrase that reflects the environment of cloud
computing. Instead of being limited to the applications or operating system that is
loaded on a personal computer, server farm or data center, the user will now be able to
use services that are available from the entire INTERNET. Thus the word “cloud” is
used as a physical depiction of services being provided in a transparent manner
drawing upon the entire INTERNET or “computing cloud”. Cloud Computing can deliver
tens of trillions of computations per second in a way that users can tap through the web
making supercomputing available to the masses”. *° There are many types of services
that are currently being provided and being developed for the “cloud. °* The main point
that needs to be made is that “cloud computing” is still evolving and it is critical that
standards for security be established prior to large scale use of commercial “cloud”
services and the development of government private, public, hybrid and community
deployment models. Due to the fact that services could potentially be delivered from
hundreds, if not thousands of hardware/storage platforms, it will be much more difficult
to detect and recover from a security breach. If an intruder is found inside the “cloud” it
would exacerbate governance issues due to the requirement to report and provide
protective services to individuals that may be the victim of a potential or confirmed

compromise of Health Insurance Portability and Accountability Act (HIPAA) and Privacy
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Act information. There are already articles about intrusions into commercial cloud
environments *® and potential attacks. ** The National Institute of Standards and
Technology (NIST) plans on producing publications on cloud models, architectures, and
deployment strategies. Unfortunately, since there will no “watch dog” agency with the
authority to establish and enforce standards in the commercial or governmental “cloud”
environment, the quality of security will vary significantly. It is foolish to suggest that the
way to ensure an adequate security environment is to block cloud computing initiatives.
The technology is here to stay, will continue to grow, and is a valuable technology. If
this evolving technology is going to provide adequate protection, it cannot be business
as usual. If the standards and tools for “cloud” implementations are not established and
enforced, the “cloud” environment will retain the same security deficiencies that exist
today.

Another key technology that plays an important role in cloud computing is
virtualization. “Virtualization is a technology that partitions a computer into several
independent machines that can support different operating systems (OS) and
applications running concurrently”.  ®° “Virtualization refers to a concept in which
access to a single underlying piece of hardware, like a server, is coordinated so that
multiple guest operating systems can share a single piece of hardware; with no guest
OS being aware that it is actually sharing anything at all. The guest OS is an OS that is
hosted by the underlying virtualization software layer. A guest OS appears to the
application running on it as a complete operating system, and the guest OS is
completely unaware that it's running on top of a layer of virtualization software rather

than on the physical hardware” ® One of the main advantages of virtualization is that it
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reduces the amount of hardware that is normally needed in a non virtualization
environment, thus reducing the cost for space, energy and information technology (IT)
support. For these reasons alone, virtualization technology is here to stay, and the
nation, as well as the DoD, must learn how to secure the technology. Industry has
organized “The Cloud Security Alliance” to research and provide guidance for the
secure implementation of not only cloud computing but also the key “cloud” virtualization
technology. ° The Alliance has produced a document entitled Security Guidance for
Critical Areas of Focus in Cloud Computing. ® The Alliance also states that they have
aligned their latest guidance version with the National Institute of Standards and
Technology (NIST) and their working definition of cloud computing. * The Cloud
Alliance mentions on numerous occasions that customers must understand, depending
upon what services the customer contracts for, the customer may still be responsible for
implementing and managing security controls. ® The document states that while
security controls in cloud computing are mostly the same, (no different than many
security controls required in a traditional IT environment), technologies used to support
cloud services/computing may present different risks than the traditional IT environment.
% The Alliance discusses the degree of owner responsibility for security again stating
“the consumer in turn, is responsible for security controls that relate to the IT system

including the operating system, applications, and data. °’

NIST conducted a survey in
which security was identified as the number one concern, even more important than
performance and availability. It is clear that while virtualization and “cloud” computing
introduce innovative technologies and represent the future of IT, the owner still has the

responsibility of not only maintaining traditional security controls but to learn about the
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new risks these technologies will present. ®NIST intends to develop and publish
standards for “cloud” computing and supporting technologies standards for industry and
the government, but as of February 2010 this effort consisted of broad general

definitions and a large Power Point presentation.

As asked previously, who will
ensure that the technologies, tools and implementations meet the standards that NIST
will publish? How can anyone say that adequate protection is being provided if there is

no oversight, no audit?

Summary of Recommendations

The protected and assured use of cyberspace is essential to the national
economic well being, social progress and security. The threat to cyberspace is
increasing sophisticated and quickly challenging the ability of nation states to provide a
stable environment for the use of cyberspace. In this paper there were a number of
recommendations that were made so as to facilitate the development of a viable and
adequate cyberspace protection posture. In summary, the initial
action/recommendation that must be implemented/followed , is that the national
leadership needs to educate the private and public sectors about what is going on in
cyberspace, the risk it possess to the future of the nation, and the role that all levels of
government, the private sector and the individual citizen must execute. Unfortunately
the nature of the change that is necessary to develop an adequate protection posture is
so radical it may take a cyber disaster to foster an effective response.

Another recommendation is that the nation needs to use all the diplomatic,
information, economic, and military elements of influence to forge an international
standard that will govern cyberspace through treaties, conventions, laws, and

agreements. These efforts will not stop espionage, they will not stop criminal activity,
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but they would identify these types of activity as being illegal and not acceptable. They
would serve as the basis for an adequate degree of predictability in cyberspace.

There must be a national level forum that provides the basis for cooperation
between private industry and the appropriate governmental agency to ensure that there
IS an enterprise approach to protecting cyberspace. Many of the components of the
national critical infrastructure operate on an ad hoc basis. Each actor determines how
much they share and when. Each actor determines their own level of security. In
general they do not operate as an enterprise that shares a common, agreed upon, level
of security.

It is important that the security standards for hardware, software and firmware
are improved and that a joint industry and governmental forum is established that has
the authority to establish and enforce standards. Key hardware, software, and firmware
components ought to be required to receive a stamp of approval from this forum. The
stamp of approval would indicate that these components were manufactured under
conditions and standards that would guarantee a certain level of security. The buyer of
key IT components should be able to purchase products that are guaranteed to have
met certain security standards.

The final recommendation is that government and industry need to establish a
forum that researches and determines what emerging technologies will play a key role
in cyberspace, and then establish industry standards and best business practices for
that technology. This would apply to social networking technologies as well as
virtualization and cloud computing. These are “game changing” technologies that need

standards and best business practices to follow when they are first implemented.
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These recommendations may seem radical to the point that they are not
something that will ever be implemented. They require a level of trust and cooperation
not previously seen between government and industry, and will require a level of
sophistication not normally associated with the general population. Unfortunately, the
nature of the cyberspace challenge will demand this degree of cooperation and
sophistication. The United States will have to move towards a degree of shared
cooperation that is not normally associated with a capitalist economy. It may be called
socialism, governmental interference or “big brother”, but this level of cooperation,
control and sophistication will become essential if the United States is to maintain a high

economic standard, continue to progress socially, and to live in a secure environment.
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